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Child sexual exploitation also
happens online




ONLINE CHILD SEXUAL EXPLOITATION

Ur vids r amazing haha!
How old r u?

13? you don't look 13 i thought
u were like 16!

im 17

lol yeah i get that all the time

What ru up to?

at school super bored ¢
u?

What school do u go to. the one
by the soccer field?

yes that one! where do u go?

im super bored in class too haha

[S]

N
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Online child sexual exploitation consists of many forms of exploitation against children online, including
persuading a minor (someone under the age of 18) to create child sexual abuse material (CSAM) or videos
of themselves, and/or participating in sexual live-stream videos, whether they are recorded or not. Often
offenders will manipulate the child to engage in such conduct by first building an emotional connection
and relationship with a child, to gain trust, with the ultimate goal of sexual exploitation. Perpetrators also
target children (predominantly boys) with financial sextortion to obtain financial gain and grooming.

Have alook at the conversation below and see if there is anything odd about it.

O« Y

Im super pored In Class 100 nana

the hoodie ur wearing in the
video is s000 sexy

yeah i know! | stole it from my

im sure it looks better on you @9

Haha thanks

ur welcome. now you've gotta
send me a pic tho!

Ok butsodou
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Spotting Indicators

Below is the same conversation. However, it now explains the process of enticement that could occur
through social media, between a minor and an adult pretending to be a minor.

...REALITY 3 “Never before has it been easier for
< John (54 years old) O« Y perpetrators to make contact with children

and teenagers while avoiding physical
contact. They identify potential victims and
establish a relationship of trust with the sole

4 132 you don't look 13 i thought u purpose of exploiting them. This process

were like 16!im 17 of recruitment can be a stepping stone to
trafficking and exploitation.” (UNODC, 2018)

What school do u go to. / In this conversation, we see an interaction between
ield? . .

the one by the soccer field two people, Ad.17 and a minor replying to the

messages.

d
- Ad.17 starts the conversation by making a comment

yeah that one! where do u go? about a video that the minor uploaded to their
social media account.

im super bored in class too haha
Ad.17 makes a comment about the minor’s age.

Often, perpetrators will try to earn their trust by

using flattering comments like these.

Very early in the conversation, Ad.17 asks for

ur welcome. now you've gotta personal information about the minor’s school.
send me a pic tho!

The reality is that Ad.17 is actually a 54 year old man called John. He is not 17 like he said he was.

INDICATORS IN THE CONVERSATION

Earning their trust: Often, abusers will approach minors online and try to earn their trust by using com-
pliments, or relating to them on an emotional level.

Personal information: The perpetrator will often try to avoid sharing personal information, but will ask
questions to the potential victim to find out as much as possible about them.

Pressure and compliments: They often use pressure or coercion to ask for things that would make the
child feel uncomfortable (i.e. pictures/videos of themselves).
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Grooming and Sextortion

ad.17
a video call from me @
sorry my camera isnt working but

hey! i was actually thinking the mic is, at leasticanseeu &
of u!

Haha really? aww u think of me!@®

. . . thank you for showing me
just because i was recording everything. | have all | need now ;)
some more videos at school

lol while u were at school? e
Hows ur day been btw?

eh just not having the best day...

?
why? WHAT??? You were actually
recording me???
trouble with my parents
You CAN'T send this to anyone!!!
yeah | feel ya. that's why i
just dont listen to them ) ,
If you don't want everyone at your
school to see this, you have to

wanna know what'll make .
send me to send me more videos
u feel better?

[O]

Online Child Sexual Exploitation includes:

« Grooming: Establishing a relationship and emotional bond with a minor to manipulate, exploit or
abuse them.
« Sextortion: Blackmailing or threatening a minor to share images or sexual content of themselves in

order to get something, such as: new sexual content, money, meeting in person, etc.

In situations like these, children and young people may end up being the object of humiliation, abuse,

exploitation, or even find themselves in a human trafficking situation.
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Scope and Reach

Online grooming of children for sexual exploitation (using all forms of technology) is a growing problem
worldwide. Grooming is the process by which an adult establishes or builds a relationship with a child,
either in-person or online, with the purpose of exploiting them. Often, these perpetrators use images of
children and teenagers they find online as their own profile pictures, to pretend to be a certain age in order
to establish contact with a minor.

In particular, social media sites are widely used for online grooming. Offenders can use the Internet to target
children by scanning social media or online gaming sites to find a young person’s personal information
before contacting them. Offenders then use that information to create a fake profile and request children
of the same school, sports clubs, and/or neighbourhood so that they feel more comfortable accepting the
request and interacting with them to eventually sexually exploit them. Child Internet users are particularly
open to interacting with strangers because they use social media as a way to meet new people and create
meaningful relationships online, rather than solely as a way to keep in touch with people they already know.

Over the last two decades, online gaming has similarly grown into a worldwide activity for adults and
children alike. The functionality of online gaming platforms has evolved and expanded to include Internet
access, messaging platforms, and photo and video sharing, therefore, enabling people around the world to
communicate and play games with each other in real-time. Sexual predators increasingly use online games
as a means to easily gain access to and connect with children.

If you are currently experiencing this or experienced something
similar in the past, you are not alone; it is not your fault, and
there are services that can help.

The National Center for Missing & Exploited Children has a free
service: takeitdown.ncmec.org.

This service can help you remove or stop the online sharing
of nude, partially nude, or sexually explicit images or videos
taken of you before you were 18. This service can be used
anonymously.

Can You See Me? .
Online Child Exploitation Secrets Video, by A21
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Safety Tips

+  Avoid posting any identifiable information (i.e. your address, age, phone number, email, the school you attend).

+  Avoid adding people you don’t know on social media, and block and/or report those who make you feel

uncomfortable, or research and ask other friends about the requester before you accept.

+ It'simportant to remember healthy relationship boundaries (i.e. your right to say ‘no’, expressing what you feel
comfortable doing).

+  Choose a user name that does not reveal private information (i.e. age, birthday, last name).

+  Keep from taking or posting inappropriate or explicit images, and always tell someone or report to the app and/or the

CyberTipline if you receive a photo or a video that includes unwanted or uninvited content.

+ Do not meet a person you met online in person (especially by yourself); always ask permission from a trusted adult,

and create a safety plan.
+  Adjust your privacy settings on social media so that only the people you allow can have access to your content.

+  Speak up. Always tell a trusted adult (i.e. your parents, an older family member, a teacher) if someone is making you
feel uncomfortable, sharing inappropriate pictures with you, asking for intimate pictures, or threatening you if you
tell someone. Ask for help by making a report.

National Human Trafficking Hotline
Child trafficking and online exploitation call: 0800-222-777
CyberTipLine: MissingKids.org

For more information on human trafficking and additional resources on preventing child trafficking, visit:

A21.0RG
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